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Think Before You Post

Before you post, remember that there will
always be a saved version on the cloud. Think
twice about what you are posting before it's

too late! Your online actions can have real

world consequences.

Don’t Post Your
Location

Try not to post your current location. By
posting where you are, you are letting the world
know you are not home, giving criminals a
chance to act.

Hide Personal
Information

Do not post personal information such as
birthdays, health information, addresses, phone
numbers, full names, and more. Posting such
information can put you at risk of being a victim
of identity fraud.

Is It Kind?

Would you say this face to face? It is important
to spread kindness and respect. Even in a direct
message, anyone can see your messages. Do
not let emotions get the best of you!

Don’t Share
Passwords

It is never a good idea to share passwords
with others. If you must share passwords do
not do it over text or email as they are at risk

of being discovered by cyber criminals.

Resources:

Ask Before Posting

Be sure to ask your friends permission to post a

photo on social media if they are in it. They may

not want it posted, and it is best to respect their
privacy.
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e its.uky.edu/news/how-oversharing-on-social-media-could-put-your-personal-information-risk

e cisa.gov/shields-up

e cyberhouserock.info



https://its.uky.edu/news/how-oversharing-on-social-media-could-put-your-personal-information-risk
https://www.cisa.gov/shields-up
http://cyberhouserock.info/

