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Update your browsers, email clients, and security software. Stay
informed about phishing tactics and share your knowledge with

others.

Use Strong Passwords and Multi-Factor
Make sure your accounts have complex, unique passwords (a mix

of letters, numbers, and symbols) and change them regularly.
Enable multi-factor authentication for an added layer of security.

Check Links
Check URLs carefully. Ensure the website URL is correct and

starts with ‘https://’ before entering credentials. Don’t click on
suspicious links. Hover over links to preview the URL to verify. 

Avoid Phishing
Watch out for typos, generic greetings, or urgent language in emails
or messages. Don’t download attachments or click on links without

checking and verifying first.
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Use encryption for both data at res and in transit to ensure that even
if data is intercepted, it remains unreadable. Contact an organization

directly if you are unsure about a request.

https://www.cisa.gov/shields-up
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