Be Cautious

Be cautious with unsolicited offers - Scammers often
lure you in with promises of "winning" or "fortune," like
an email claiming you've won a prize. Don't rush to
respond without verifying the source.

Avoid Sharing

Avoid sharing personal details — Never give out
personal information, such as bank details or social
security numbers, especially in response to job offers
that seem too good to be true. Legitimate employers
never ask for such information upfront.

-
O Watch Out
Watch out for upfront fees - If a job or opportunity
@ y : asks you to pay a fee to unlock rewards (like a
‘ "jackpot"), it's likely a scam. Real opportunities don’t
require payment to access a prize or job.

Be Wary

Be wary of suspicious links - Don’t click on flashy or
suspicious links, especially those that sparkle or look
too good to be true. These may lead to malicious
websites designed to steal your information.

Verify

Take your time and verify — Always double-check the
sender's information and slow down before making

any decisions. Scammers thrive on urgency, so don't
let them rush you into acting.

Resources:
e cisa.gov/secure-our-world

* fbi.gov/how-we-can-help-you/scams-and-safety

e cyberhouserock.info



https://www.cisa.gov/secure-our-world
https://www.fbi.gov/how-we-can-help-you/scams-and-safety
http://cyberhouserock.info/

