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- Use MFA
Ensure your online accounts are protected with MFA
’. (multi-factor authentication). This adds an extra layer
:: of security beyond just your password, making it
harder for hackers to gain access. @

Phishing Scams

or sound too good to be true. Always verify the sender
and look for any signs of suspicious behavior before
clicking anything.

Q Be cautious of messages or links that offer free prizes

Install Firewalls

Make sure your devices are protected with active
" firewalls. Regularly update the firewalls and your

software to patch any security vulnerabilities.
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Don’t Click
Avoid clicking untrusted links. Don’t be like Kevin—
@ always avoid clicking on links from unknown or
questionable sources to protect yourself from
malware and phishing attacks.
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Backup Your Data

Make sure to back up important files regularly to
avoid losing your data in case of a cyberattack or
system failure.

Resources:
e Cisa.gov/secure-our-world/recognize-and-report-phishing

e cyberhouserock.info

e cisa.gov/topics/cyber-threats-and-advisories/malware-phishing-and-ransomware



https://www.cisa.gov/secure-our-world/recognize-and-report-phishing
https://cyberhouserock.info/
https://www.cisa.gov/topics/cyber-threats-and-advisories/malware-phishing-and-ransomware

